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Having had the privilege of supporting and formulating the 
development of Brunei Darussalam’s first Defence White Paper in 
2004 and its update, Defence White Paper 2007 as Commander of 
the Royal Brunei Armed Forces then, this 2021 edition builds on the 
strengths of that initial Paper and that of the subsequent Papers 
published in 2007 and 2011.

This 2021 Defence White Paper represents a comprehensive examination of how the 
Ministry of Defence of Brunei Darussalam (MINDEF) and the Royal Brunei Armed Forces 
(RBAF) must adapt to continue to defend our nation, its sovereignty and territorial integrity 
into the future.

The 2021 Defence White Paper acknowledges that the world has seen constant and 
dramatic shifts in the geostrategic environment over the past ten years. It also predicts 
that the trends explored in the paper are likely to continue, creating a security environment 
that is evolving, delicate, uncertain and, at times, tense. The unprecedented outbreak 
of the global COVID-19 pandemic is testament to this analysis, having tested security 
mechanisms and structures nationally, regionally, and globally.

Supporting the successful realisation of Brunei Darussalam’s national vision (Wawasan 
2035), MINDEF and RBAF will remain a fundamental aspect of our ability to protect and 
secure Brunei Darussalam and its people. Our approach must remain tightly integrated and 
coordinated with our broader national security approach in achieving sustainable peace 

Foreword by the
Minister of Defence II
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and stability. We must continue to work closely with our security agencies in enhancing 
multi-agency collaboration to ensure that we continue to build on the stability and resilience 
that we enjoy as a peaceful nation.

Working to protect our national security interests as part of a wider national security effort, 
integrated fully within a whole of government approach, we must now reinforce our efforts 
to understand the changes and respond to threats using various means effectively, whether 
traditional or non-traditional in nature. We must also increasingly work with our international 
partners and foster multilateralism to ensure that we are well informed, ready and supported 
to counter the challenges we will face. Overall, Defence’s efforts are reflected in the seven 
result areas of IKWONDAMAI, which in its entirety reinforces further Brunei Darussalam’s 
identity of a peaceful and peace-loving nation, being that “damai” is the Malay translation 
for “peace”.   

In building partnerships, MINDEF and RBAF must retain our unique and hard-fought identity. 
We must never forget the beliefs, values, principles, and standards that provide us with 
our strength, and we must prepare to defend these in the face of adversity. The challenges 
ahead of us will remain uncertain and complex. Therefore, the 2021 Defence White Paper 
sets out the path by which MINDEF and RBAF will need to adapt to, and constantly review 
and develop, as we progress to achieve sustainable national security.

YANG BERHORMAT PEHIN DATU LAILARAJA MAJOR GENERAL (RETIRED) 
DATO PADUKA SERI HAJI AWANG HALBI BIN HAJI MOHD YUSSOF
MINISTER OF DEFENCE II
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In our sixtieth year since formation, this 2021 Defence White Paper 
provides a timely reflection of the journey that the Royal Brunei 
Armed Forces has taken and marks the success the RBAF has 
achieved in contributing to the continued peace, security and 
stability of our nation and its sovereignty.

Looking forward, it is necessary for our Armed Forces to adapt in a controlled, planned, 
and balanced manner to ensure that we can meet the future challenges and threats that we 
may face. In all that we do, our Armed Forces must be prepared and operationally ready to 
the highest of levels at the right time. We have, to date, taken great strides in developing 
our ability to deliver the necessary operational output, but this 2021 Defence White Paper, 
marks a point in our history where we must now review in detail and realistically refine our 
capabilities to ensure that all we deliver is Joint in nature and set in the context of a wider 
national security approach. 

In helping the Armed Forces to be able to deliver the required effect, this 2021 Defence 
White Paper clearly directs, defines and prioritises the tasks which are required of us. This 
approach, which recognises that we cannot do everything all the time, is now essential to 
ensure that our Armed Forces are designed and readied to deliver when required, and in 

Foreword by the 
Commander of the Royal 
Brunei Armed Forces



DEFENCE WHITE PAPER 2021
Ministry of Defence of Brunei Darussalam 11

the right manner. In developing our future capability, the directed prioritisation of tasks must 
be adhered to, as this will ensure that we are shaped correctly and resourced properly for 
the full life of each respective capability. 

Our Armed Forces must be forward-looking and must naturally be moulded on systems 
and structures that are resilient in the future; the Armed Forces of the future must adapt 
and evolve from that of the past. In developing future capability, thereby enhancing our 
operational output, our Armed Forces must seek to utilise innovation and technology; we 
must be novel and imaginative in our approaches to ensure that our capability solutions are 
maximised for effect, but are also sustainable and affordable. 

With options for change on the horizon, while the Armed Forces of the future may look very 
different to that of today, our people will remain key to all that we do – we must continue to 
invest in this most important of resource, so that we will continue to be humbled by all that 
they do and the service that they provide.

MAJOR GENERAL (U) 
DATO SERI PAHLAWAN HAJI HAMZAH BIN HAJI SAHAT
COMMANDER OF ROYAL BRUNEI ARMED FORCES
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This 2021 Defence White Paper recognises that as the strategic 
environment changes, so too must the military means by which to 
tackle the challenges we are confronted with. As Defence and the 
Armed Forces, we therefore must ensure that our military capability 
is forward-looking, designed specifically to face the threats, shaped 
to provide Joint operational output, and sustainable and efficient in 
its use.

Having set the context of the strategic environment (Part One) and defined how the Defence 
and the Armed Forces will operate (Part Two), Part Three of the 2021 Defence White Paper 
focuses on the development of our capability. Acknowledging that the challenges and 
threats we will face in the future will become increasingly diverse, interconnected, and 
complex, it is essential that our future capabilities are designed for the future and therefore 
not necessarily shaped by our past endeavours. 

In the future, we must focus on all operating domains, which now increasingly are dominated 
by cyber and space technologies – while conventional operations remain a possibility, recent 
history has demonstrated that exploitation across multi-domain environments represents 
the nature of non-traditional threats. Based on these facts, our capabilities, which are likely 
to look different from those of the past, must be resilient and multi-role by design. 

Foreword by the 
Permanent Secretary, 
Ministry of Defence
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Following on from the publication of this Defence White Paper, it will be necessary to 
conduct deep and searching reviews of our capability requirements that is underpinned 
by key enablers that broadly ranges from our people to our infrastructure. Within this vein, 
this review must be holistic by considering all aspects of capability across all Lines of 
Development and must lead to the production of a consolidated and coherent strategic 
capability plan that is ultimately affordable, deliverable and able to meet the demands 
placed on it by the environment and the directed tasks, in support of our national security 
objectives. This will involve many layers of cross-cutting activities with both our internal and 
external partners and as such, coherence will remain imperative and must be undertaken 
in a consistent manner. 

In our sixtieth year, Defence and our Armed Forces must move forward, proud of our past, 
but ready to adapt to the challenges the future will present.

BRIGADIER GENERAL (RETIRED)
DATO SERI PAHLAWAN SHAHRIL ANWAR BIN HAJI MA’AWIAH
PERMANENT SECRETARY
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Introduction
1.	 Wawasan 2035 continues to define Brunei Darussalam’s forward-looking nation-building 

vision. This vision, which depicts a nation with stability at its core, is reliant upon the 
development of economic and social factors all of which continue to be underpinned by 
the maintenance of peace and security. Central to this provision, and working alongside 
other national security agencies, sits the Ministry of Defence (MINDEF) and the Royal 
Brunei Armed Forces (RBAF) who will continue to provide the defence of the nation and 
support the security assurance to the people living within Brunei Darussalam. 2021 marks 
the 60th anniversary of the RBAF’s formation. The publication of this Defence White Paper 
(DWP) acts as a timely reminder of both the sacrifice and service the RBAF has played in 
the past six decades, while at the same time also indicating how it will continue to do so 
in a dynamic and ever-changing security environment. 

2.	 Since the DWP 2011, the geostrategic context on which the analysis and deductions were 
set has shifted significantly. In order for Brunei Darussalam to navigate an increasingly 
complex security environment, it is necessary for DWP 2021 to set out how MINDEF 
and the RBAF will be required to review, reconfigure, and redefine the national defence 
posture and defence priorities for the future. DWP 2021 will align MINDEF’s and the 
RBAF’s strategies, capability development, and resources to improve their overall ability to 
address and respond to the challenges. 

3.	 DWP 2021 has been developed in conjunction with a comprehensive consultative process 
with other Government agencies. Their inputs are appreciated and deeply valued. 

Looking Back Before Looking Forward: 
Review of Previous White Papers

4.	 Released in 2004, Brunei Darussalam’s first Defence White Paper “Defending the Nation’s 
Sovereignty” identified the essential roles and tasks that the RBAF would need to undertake, 
in accordance with the essential features of Brunei Darussalam’s strategic environment. 
In broad terms, the defence roles outlined were to: enhance defence diplomacy, to 
provide an efficient and effective defence capability, and to contribute to nation 
building. While these roles have evolved over time, their fundamental premise remains 
firm today.

5.	 The DWP 2004 highlighted the importance of greater transparency in both operational 
environment and command and control to maximise the effectiveness of a small force. 
DWP 2004 also introduced the development of a more holistic approach in the conduct 
of military operations, by establishing the RBAF as an operational joint armed force. The 
White Paper also established the foundation for MINDEF and the RBAF to conduct effective 
defence diplomacy, setting the tone for a range of warm and favourable international 
defence relationships that Brunei Darussalam continues to enjoy today and will be required 
to maintain in the future. 



The Ministry of Defence 
and the Royal Brunei 
Armed Forces continue 
to provide the defence 
of the nation and 
support the security 
assurance to the people 
living within Brunei 
Darussalam.
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6.	 The 2007 Defence White Paper “Shaping the Force Today” provided a focus for MINDEF 
and the RBAF to promote a robust regional security dialogue and to develop cooperative 
policies in response to shared strategic challenges. This development paved the way to 
allow the RBAF’s participation in a number of international missions which have included 
the United Nations Interim Force in Lebanon (UNIFIL) since 2008 and the Combined Task 
Force 151 in the Gulf of Aden in 2010. The broad defence roles stipulated in 2004 remained 
broadly extant, with an addition “to implement defence policy” now being included. 

7.	 DWP 2007 also directed MINDEF and RBAF to conduct several structural changes to 
allow for its ability to improve the nation’s management of Defence. Developments were 
made in the areas of human resource development, performance monitoring, safety and 
compliance, capability planning and acquisition management.

8.	 In Brunei Darussalam’s third DWP, “Defending the Nation’s Sovereignty: Expanding 
Roles in Wider Horizons”, published in 2011, the theme of developing and maintaining an 
integrated approach to national security was further reinforced. Mechanisms to strengthen 
the joint planning process and capability development through the formation of the Defence 
Capability Committee were also introduced. 

9.	 In preparation for Brunei Darussalam’s chairmanship of ASEAN in 2013, DWP 2011 also 
directed MINDEF and the RBAF to heighten and maintain their involvement in regional 
security efforts and practical cooperation through the ASEAN Defence Ministers’ Meeting 
(ADMM) and ADMM-Plus activities. This direction marked a milestone in the way in which 
Defence was to conduct itself and has provided an essential and significant focus of effort 
since. 

10.	 Since DWP 2011 was published, MINDEF and RBAF have also firmly established a 
functioning Joint Force Headquarters and developed new approaches to the conduct 
of joint operations to allow it to better integrate across government, with other security 
agencies and other nations to provide increasingly enhanced operational output. 

Adapting to the Future with the
Defence White Paper 2021

11.	 Since 2011, there has been continued, and in many respects, dramatic shifts in the 
geostrategic political, economic and military environments. Ever more so, activities that 
closely lie below the threshold of conventional threats (hybrid threats or grey zone threats) 
will now dominate Defence’s future approach and delivery. 

12.	 While the past three Defence White Papers have directed and enabled delivery of many 
significant transformative approaches, mechanisms and capabilities, it will be necessary 
for MINDEF and the RBAF to enhance their efforts to be ready to respond to the current 
and future threats in an ever-changing strategic environment.

13.	 Having assessed Brunei Darussalam’s existing Defence capabilities and outputs, DWP 
2021 sets out new strategic direction, in the context of Brunei Darussalam’s Defence 
external and internal environments, which will ensure the future development of MINDEF 
and the RBAF can deliver an output that provides an increasingly enhanced operational 
effect and is conducive with operations under a whole of government approach.
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14.	 Initially summarising the evolving context of the Contemporary Operating Environment 
(COE), DWP 2021 aims to assess the key security drivers based on indicative potential 
future threats and challenges facing the sovereign state of Brunei Darussalam. Identifying 
likely threats and challenges provides the context from which Defence, and this Defence 
White Paper, will define its Defence Task priorities out to a range of 2035. In many cases, 
the baseline of threats and challenges identified in the 2004, 2007 and 2011 DWPs remain 
extant; however, the manner in which they now manifest themselves demands Defence to 
continuously evolve its approach and capabilities as a counter and to ensure relevancy. 

15.	 Assuring the requirement to generate an integrated approach to national security, DWP 
2021 focuses on facilitating the design and delivery of military capabilities across all 
operating domains (Land, Maritime, Air, Space and Cyber) with a focus on the delivery of 
joint operations having primacy.

16.	 Future capability design and development must be focused and balanced across all 
Defence Lines of Development (DLoDs). Military equipment must be complemented by the 
other DLoDs to be useful capability. Development should be in the context of examining 
how the RBAF can utilise modern technologies and innovation to build regional relevancy 
for the future. This facilitation will come from a series of Defence Tasks. 

17.	 While DWP 2011 identified the utility of defence engagement and facilitated the building of 
its defence network that was reinforced during its ASEAN Chairmanship in 2013, the RBAF 
has been able to maintain its ability to engage through various bilateral and multilateral 
means which have included support to overseas operations, as well as its participation and 
contributions to ADMM and ADMM-Plus cooperative mechanisms and initiatives. Defence 
engagement remains fundamental to the provision of Defence and Security for Brunei 
Darussalam. Therefore, efforts to enhance support activities and operations which seek 
to deter and counter the proliferation of non-traditional security threats must be improved. 
This will specifically relate to the areas of peacekeeping and Humanitarian Assistance and 
Disaster Relief (HADR) where Bruneian Defence Capabilities have the potential to offer 
significant niche effects. 

18.	 In this manner, the RBAF will present itself as a contributing nation to regional and 
international peace and stability. This positioning of Brunei Darussalam as a nation able 
to protect its sovereignty and territorial integrity, while contributing to the region’s security 
and stability, is a form of defence in its own right. 

19.	 Given the future contextual outlook and the opportunities that present themselves to allow 
Brunei Darussalam to continue to enjoy equal regional status within South East Asia, it 
will be necessary for MINDEF and the RBAF to conduct a period of long developmental 
and adaptive change by identifying and implementing innovative solutions. Defence must 
move itself away from traditional or conventional approaches and better position itself to 
tackle contemporary and emerging challenges. The RBAF will need to retain flexibility and 
adaptability to ensure that it is ready to counter a multitude of tasks, even when these are 
not resourced directly. Flexibility and the ability to multi-role remain imperative in capability 
development for the future. 
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20.	 As Brunei Darussalam continues to adapt for the future, there is now more of an inherent 
need to introduce the concept of self-reliance in the Defence’s approach to defending 
and protecting the nation. The term self-reliance, which assures resilience, requires 
MINDEF and the RBAF to maintain force elements at readiness to deliver and sustain 
current and future operational requirements; at the same time, self-reliance also provides 
further opportunities to engage, cooperate and collaborate together with current and new 
partners and friends in the future. Out to 2035, Brunei Darussalam must be seen as a 
reliable regional partner that other countries can depend on within the remit of its Defence 
Tasks. 

This positioning of Brunei Darussalam as a nation able 
to protect its sovereignty and territorial integrity, while 
contributing to the region’s security and stability, is a 
form of defence in its own right.
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The Changing Security Environment

1.	 In the last decade, since the publication of Brunei Darussalam’s 2011 DWP, the global 
security environment has continued to shift dramatically and, at times, very rapidly 
and unpredictably. Since 2011, the world has faced continuous and intense pressures 
exerted from multiple and concurrent threats. These pressures have significantly 
impacted the established order on a national, regional, and global scale, and across all 
contemporary levers of power. 

2.	 As this DWP looks ahead to 2035 as its aiming mark, it is unlikely that the spread, scale 
or intensity of threats will subside. Thus, there is a need for national security agencies 
to become more agile, prepared, and capable as a counter. 

3.	 While the scale and intensity of threats may increase rapidly and unexpectedly, there is 
some consistency in the nature of threats faced today compared to those identified back 
in 2004 (the year of Brunei Darussalam’s first DWP) – it is therefore key to understand 
the dynamics of the past, in order that the nation can plan to secure for the future. 

4.	 Global challenges in the form of political instability, economic fragility, resource over-
demand, natural and man-made disasters, climate change, terrorism, and violent 
extremism are all likely to be as significant in the next 15 years as they have been in the 
previous 15 years. But there will also be variations, likely to be shaped by drivers such 
as globalisation, digitalisation, automation, and migration; all of which will create not 
only the capacity for significant development, but also potential shocks in the future. 

5.	 Like all nations, Brunei Darussalam has felt the impact of wider regional and global 
events. Fluctuations in the global economy and resource demand have impacted 
national economic growth, and more recently, the continuing effects of the COVID-19 
pandemic have placed pressures on national security structures not seen at such a 
scale for many decades. The events described above provide very real examples of 
Brunei Darussalam’s dependency on the wider region and the world; this dependency 
is likely to increase rather than diminish in the future. 

6.	 Beyond the impact of wider global shocks, Brunei Darussalam, like all other regional 
nations, has faced challenges that it has been required to protect itself from, both as an 
individual nation state, but also as part of a regional collective – ASEAN. 

7.	 Threats in the last decade have highlighted a spread in transnational crimes, terrorism 
and violent extremism. While the world has focused on the continued instability in the 
Middle East, the 2017 attacks in Marawi, Philippines has provided a similarly clear 
example of South East Asia also being engaged in the intense and prolonged fight 
against the spread of terrorism and extremism. 

PART ONE

Defining the
Strategic Context



The global security 
environment has continued to 
shift dramatically and, at times, 
very rapidly and unpredictably. 
Thus, there is a need for 
national security agencies to 
become more agile, prepared, 
and capable as a counter.
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Faced with complex and evolving threats in five 
operating domains, MINDEF and the RBAF will need 
to continuously monitor the strategic environment to 
identify and assess any threats that may affect Brunei 
Darussalam’s national interests.



DEFENCE WHITE PAPER 2021
Ministry of Defence of Brunei Darussalam 25

8.	 In the last decade, there also have been continued pressures placed on security in the 
maritime domain in the South East Asia region. Tensions over overlapping claims, over- 
and illegal fishing, and the security of sea lines of communication (SLOC) from those who 
seek to exploit internationally recognised laws, all have placed continued and growing 
demands on Brunei Darussalam’s security forces to secure and police its sovereign 
maritime borders and territory. 

9.	 Similar incursions and exploitation in the land domain have also increased by those who 
seek to gain from various activities, financially or otherwise. As Brunei Darussalam strives 
to preserve its natural habitat in a world that is experiencing climate change and the 
threats posed by those who seek to exploit the unlawful extraction of resources have 
placed increasing pressure on Brunei Darussalam’s security agencies, often in the most 
remote areas of the nation.

10.	 In the next 15 years, the South East Asia region is likely to face five specific challenges 
which will, in turn, drive and shape the nature of the strategic security and defence 
environment for Brunei Darussalam:

10.1.	 The influence of major power dynamics in the region.

10.2.	 The impact of regional and global instability and the requirement for Brunei 
Darussalam to maintain its international obligations.

10.3.	 The continuous and increasing threats of terrorism, violent extremism, and 
transnational crimes in Brunei Darussalam or at its near borders.

10.4.	 The impact of technological development, especially in the cyber domain, and 
how these may be exploited by others for gain.

10.5.	 The impact from the increasing frequency and intensity of natural disasters and the 
way in which Brunei Darussalam can shape its ability to respond both at home and 
overseas.

11.	 Part One of DWP 2021 seeks to summarise the potential threats facing Brunei Darussalam, 
directly or indirectly, to set the context for defining the future scope and approach of 
Defence to meet these challenges in support of a wider national security effort. 

12.	 Strategic foresight. Faced with complex and evolving threats in five operating domains, 
MINDEF and the RBAF will need to continuously monitor the strategic environment to 
identify and assess any threats that may affect Brunei Darussalam’s national interests. It 
will be increasingly more important for Brunei Darussalam to maintain situational awareness 
across all domains of operations, and promote an environment of collective analysis and 
assessment that will inform future policymaking. Cooperative defence measures with 
neighbouring nations and other regional ties remain crucial, to provide a comprehensive 
understanding of the event of concern. 
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A.	 MAJOR POWER DYNAMICS IN A MULTIPOLAR WORLD

Multipolarity
13.	 Since the end of World War II, the world has witnessed periodic shifts in strategic polarity. 

Following the collapse of the Soviet Union in the late 20th Century, the US has dominated 
as the world’s economic, political and military power – thus seeing a shift from bipolarity 
to unipolarity. China’s sustained rise on the global stage has inevitably and unavoidably 
led to a strategic competition between both the US and China. More recently, this 
relationship of competition and cooperation has become increasingly tense. Frictions 
over trade are matched by equal posturing in the political and military domains. Brunei 
Darussalam will need to work ever closer with both the US and China to realise its own 
national development. Navigating a path will be complex, and at times, tense. From a 
Defence and Security perspective, this adds further complexity as it will be necessary to 
continue to enhance bilateral relations towards each nation. Carefully considered controls 
and forward planning will be essential to ensure that neither is perceived to be favoured 
above the other. 

14.	 This major power dynamic has yet to guide the world back into full bipolarity. While the US, 
and increasingly China, have continued to influence and dominate global matters in these 
early stages of the 21st Century, globalisation has also supported the rise or resurgence 
of other nations which now compete significantly. Just like the US and China, these other 
rising nations seek to build regional and global influence to assure their own development. 
In doing so, the global dynamic increasingly shifts to that of multipolarity, where other 
nations seek to be considered as Major or Middle Powers. 



ASEAN sits at the heart 
of Brunei Darussalam’s 
multilateral engagements in the 
Defence and Security domain, 
and specifically from a Defence 
perspective, its engagement in 
the ASEAN Defence Ministers’ 
Meeting (ADMM) agenda.
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15.	 This shift presents both opportunities and challenges. In the future, it is likely that competition 
between Major and Middle Power nations will increase as they seek to gain a necessary 
share of market access and political influence to assure their own status. This competition 
is also set in the context of finite resource availability, which will only exacerbate potential 
tensions. Given recent trends, it is likely that Major and Middle Powers in a multipolar world 
will be required to maintain interactions with one another, albeit these may be tense, where 
they are forced to find common ground to facilitate trade to garner their own development. 
In the next 15 years, these nations will continue to form alliances with each other in certain 
areas, but similarly may find themselves opposed in others. 

16.	 This shift to multipolarity has also permitted smaller nations to hold positions of relative 
influence, as Major or Middle Powers seek to engage with these nations. As the Major and 
Middle Powers further compete in the future, smaller nations will find it increasingly difficult 
to adopt a friends-to-all approach, where they will need to choose, and often in a binary 
manner in relation to their partnerships with Major or Middle Powers.

17.	 From a Defence and Security perspective, an approach where a small nation is able to 
offer utility in supporting wider regional and global stability is likely to mitigate the natural 
pressure faced from respective Major and Middle Powers as they seek to exert influence 
in the political and economic spheres. For small nations, this is likely to be a challenging 
balancing act and will require carefully considered and enduring defence diplomacy plans 
that are integrated with wider national security strategies.

Multilateral Partnerships and Forums
18.	 As a necessary balance for the careful and considered development of bilateral relations 

with Major and Middle Power nations, the prospect of continued development to further 
unite like-minded nations in the political, economic and security domains will remain key. 
As bedrock for the provision of enduring 20th Century peace and security, multilateral 
partnerships and forums will remain fundamental in preserving the international rules-
based order.

19.	 ASEAN sits at the heart of Brunei Darussalam’s multilateral engagements in the Defence 
and Security domain, and specifically from a Defence perspective, its engagement in 
the ASEAN Defence Ministers’ Meeting (ADMM) agenda. Beyond the publication of this 
4th DWP, 2021 also marks Brunei Darussalam’s Chairmanship year of ASEAN and the 
ADMM, and as such provides an opportunity to drive forward the cooperative momentum 
in defence and security through the ADMM and ADMM-Plus mechanisms. With ASEAN 
centrality at its core, Brunei Darussalam will continue to view these ADMM and ADMM-
Plus forums and mechanisms as serving a pivotal role in fostering stability, instilling regional 
norms and international law, facilitating dialogue and promoting practical cooperation in 
order to address and counter shared security challenges and threats.

20.	 There also has been a steady shift where individual nations are expanding memberships 
to many multilateral partnerships and forums across a spectrum of their national interests. 
Unlike structures of the 20th Century which steadily evolved over time, the 21st Century-
established multilateral partnerships have been impacted quickly and significantly by 
shocks, creating tensions between member states. As a result, relationships will see rapid 
changes in their dynamics rather than a steady evolution over time. 
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With ASEAN centrality at its core, Brunei Darussalam will 
continue to view these ADMM and ADMM-Plus forums 
and mechanisms as serving a pivotal role in fostering 
stability, instilling regional norms and international law, 
facilitating dialogue and promoting practical cooperation 
in order to address and counter shared security 
challenges and threats.



Brunei Darussalam, as a 
responsible member of the 
international community, will 
continue to exercise principled 
positions in upholding 
international laws, rules-based 
global order, codes of conduct, 
and norms, and to also work 
continuously to strengthen 
multilateral structures within 
its resources.
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The International Order 
21.	 The existing rules-based international order, utilising the mechanisms of international 

structures and institutions, continues to be based on a need for relationships to be formed 
between states, to collectively reinforce agreed rules and behaviours. However, as the 
global order shifts, it is likely that the current international order will need to evolve to 
support the changing dynamics in global power status. Undoubtedly, this evolution will 
present challenges as it is likely that some nation states, and non-state actors, will seek 
to exert influence on future mechanisms to ensure that any new order is designed with 
benefit to their own nation state’s or grouping’s interests. 

 
22.	 Acknowledging that the rules-based international order requires active participation from 

nation states to deliver credible effect, Brunei Darussalam, as a responsible member of 
the international community, will continue to exercise principled positions in upholding 
international laws, rules-based global order, codes of conduct, and norms, and to also 
work continuously to strengthen multilateral structures within its resources. To Brunei 
Darussalam, a stable security environment is of utmost importance for countries to thrive 
and prosper. 

B.	 CHALLENGES TO SOVEREIGNTY AND THE 
MAINTENANCE OF STABILITY

23.	 Globally, challenges to sovereignty and national territorial integrity remain major causes 
of instability. Whether disputes are ideological, geographic, or economic based, their 
effects spread far and impact across all contemporary security dimensions which now 
firmly include the consideration of health, resource (including food and water), people and 
climate as examples. 

State on State Conflict
24.	 In an increasingly interconnected and interdependent world, the prospect of state-on-

state conflict may have diminished but is certainly not wholly removed. With nations now 
increasingly needing the support of many other nations to assure their own development, 
it is assessed the likelihood of wide-scale high-intensity conflict will remain low for at least 
the next 15 years. However, miscalculation and misinterpretation continue to risk drawing 
nations into conflict in a manner that would likely be unpredictable and intense, whether 
this be in limited duration or domains, or both. In the past decade, there continues to 
have been several significant indicators and warnings that these challenges to sovereignty 
by state or non-state actors can quickly escalate to limited conflict and potentially risk 
instability on at least a regional scale. With effective measures applied, conflict can be de-
escalated quickly and effectively, however it is likely that tension will continue to smoulder, 
ready to flare up. 



A nation’s ability to provide 
complementary support to wider 
diplomatic efforts to maintain 
peace and, if necessary, through 
defence and security stabilisation 
operations where military 
influence is required, will further 
ensure stability is maintained.
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25.	 While respecting the rights of nations, it is also essential for all nations to maintain their 
duties to be able to respond to the threat of conflict. Beyond preparations to defend a 
nation’s own sovereignty and territorial integrity, prevention is usually far more effective, 
and far less damaging. The ability to promote, and if necessary, help return to stability 
amongst nations and regions is critical. A nation’s ability to provide complementary 
support to wider diplomatic efforts to maintain peace and, if necessary, through defence 
and security stabilisation operations where military influence is required, will further ensure 
stability is maintained. Contributions to wider UN and regional peace support operations 
are likely to be an increasing necessity where timely, swift, well-resourced, and effective 
support will likely reduce tension and restore stability before the point at which a situation 
can deteriorate. 

Regional Tensions
26.	 Maritime. Despite efforts to maintain stability through collective measures and activity, 

security in the maritime domain continues to be placed at increasing risk. Tensions arise 
from a combination of threats which include but are not limited to: maritime terrorism, 
piracy, unlawful intrusions into territorial waters, illegal fishing, and the trafficking of drugs, 
weapons and humans. Illegal, unreported, unregulated (IUU) fishing activities threaten as 
a worrying catalyst for maritime conflict in the region. Not only do these activities impose 
significant economic costs on countries that face exploitation, but they also have the ability 
to heighten tensions between states, becoming politicised, fractious and unpredictable. 
Port infrastructure and commercial shipping are also increasingly vulnerable to regional 
piracy and maritime terrorism. The maintenance of essential SLOC for all nations in the 
South East Asia region is fundamental to the security and prosperity of each state. Threats 
posed to lines of communication and infrastructure, present significant economic disruption 
to all nations. Tensions related to overlapping maritime claims in the South China Sea 
have increased, as nations seek to dominate and influence in the region. Militarisation of 
maritime features will continue to be of grave concern as the reach of nations expand well 
beyond their own mainland shorelines and recognised Economic Exclusive Zones (EEZs). 
This risk of miscalculation and the ensuing spiralling of regional instability is potentially 
the most significant threat in the maritime domain. Left unchecked, the situation will only 
worsen. A sophisticated combination of collective and individual actions from nations will 
be required to maintain stability in the maritime domain. In the first instance, efforts must 
be made to define accepted norms and behaviours in accordance with international law 
(namely UN Convention on the Law of the Sea, UNCLOS). Beyond this, it will be necessary 
for nations to build more effective and integrated maritime security capabilities, blended 
with those of all other operating domains, to ensure the integrity of the oceans and seas. 
Additionally, efforts should be enhanced to ensure full and effective implementation of the 
2002 Declaration on the Conduct of Parties in the South China Sea (DOC) in its entirety, 
as well as, ensuring substantive progress is made in the negotiations towards an early 
conclusion of an effective and substantive Code of Conduct in the South China Sea (COC) 
consistent with international law, including the 1982 UNCLOS. 
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27.	 Land. Land borders disputes also generate significant tensions across the region. 
Recent examples have demonstrated how military forces can resort to deadly force in 
the protection of national territory, particularly in areas where boundaries are disputed. 
In most cases, territorial disputes continue to be managed through dialogue and steady 
progression, but these recent fatal examples demonstrate how rapidly tensions can 
escalate, particularly at the tactical level. Where land is disputed, tension or the threat 
of tension is unlikely to subside in the foreseeable future. For Brunei Darussalam, land 
survey and demarcation are currently ongoing. While several areas still remain undefined, 
these are unlikely to result in miscalculation and escalation to military force. However, 
it remains necessary for Brunei Darussalam’s security forces to be ready to respond to 
incursion. It remains essential to maintain command and control systems that can provide 
the necessary direction to deployed forces when needed and over extended ranges into 
remote areas over all terrains.
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C.	 THE GROWTH OF TERRORISM, VIOLENT EXTREMISM 
AND TRANSNATIONAL CRIMES

Terrorism and Violent Extremism
28.	 Contemporary acts of terrorism are usually globally interconnected, both in terms of 

those that perpetrate the acts, and those that face the effects. These attacks, while often 
targeting a single nation, or a specific aspect of the nation, are commonly more than 
capable of providing influence on a global scale; these sorts of events have therefore 
defined a new age and approach for terrorism. 

29.	 Global terrorism has sought to capitalise on the impacts of globalisation and has 
increasingly become a beneficiary, utilising aspects of the globalised network to promote 
support, funds and conduct activity. Interlinked with the globalisation of the terrorist cause, 
some contemporary groups have pioneered a more decentralised and diffused model of 
operation, particularly in comparison to the approaches of their predecessors. This has 
transformed traditional chains of command and therefore, challenged traditional methods 
of targeting key leadership. Loss of central leadership does not necessitate a loss in the 
momentum of respective terrorist groups who now focus on the building of dispersed 
affiliations. 

30.	 The act of terrorism, particularly in the modern era, has continuously responded to the 
dynamics of increasing globalisation and as such, evolved in its form, key messages, 
motive, targets and methods of attacks. In this respect, the nature of terrorism has shifted 
from the targeting of objectives, which offer localised effect and impact, to those which 
transcend borders and boundaries, and are able to generate significantly greater influence 
towards both opponents and sympathisers. Consequently, terrorism is often described as 
asymmetric warfare that dilutes the traditional nature of warfare across all contemporary 
domains, making its attacks less predictable.

31.	 South East Asia specifically has experienced a significant increase in terror related activities 
during the last decade. Within a South East Asian context, in the aftermath of the events in 
Marawi, terrorism has demonstrated that it does not respect traditional sovereign borders. 
The fight to liberate Marawi City sieged by large scale organised terrorism in the last 
quarter of 2017 serves as a reminder of the region’s vulnerability posed by similar threats 
and has raised concerns terrorist proliferation, radicalisation, and the possible expansion 
of terrorism specifically within South East Asia. 

32.	 However, while the terror-related situation in the Philippines continues to pose significant 
challenges, acts of terrorism are not occurring in isolation, with most other South East 
Asian nations also facing considerable and continuing threats. Activities are increasingly 
becoming more diverse and more connected, particularly with the return of South East 
Asian foreign terrorist fighters who have fled the Middle East to the region in order to 
create and strengthen terrorist networks in South East Asia. Based on recent events, it 
remains concerning that these returning foreign terrorist fighters continue to bring with 
them a radicalised narrative, the means to indoctrinate others, and the skills to harm the 
public and foster crisis. The potential emergence of new terrorist groups will continue to 
pose enormous challenges to the region in the future. In this past decade, the region has 
experienced multiple terrorist threats, manifested in many different forms both traditional 
and novel, but all invoking fear. 
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33.	 An indirect consequence of this decentralised structure backed by a diffused virtual 
propaganda and recruitment machine via the internet, is the increased rate of lone-wolf 
attacks, particularly at soft targets i.e., areas or people with little to no military protection 
and security, and hence typically easier targets. These attacks have also been galvanised 
and capitalised by local extremist groups although not necessarily directly affiliated to 
central extremist organisations, in local contests of power.

34.	 At the same time, ideological extremism also poses enormous challenges to a country 
which may polarise groups in society into hostile and opposing camps. The combination 
of ideological extremism and its spreading through the expansive network of media, 
especially social media, and the internet will continue to increase the influential reach of 
terrorist groups.

35.	 Acting as a co-signature of the 2007 ASEAN Convention on Counter Terrorism (ACCT), 
which demonstrated ASEAN’s regional commitment to combatting the growth and spread 
of terrorism by articulating its collective position, Brunei Darussalam will continue to stand 
by its South East Asian partners as well as through the UN in support of countering 
terrorism and terrorist activities in the region and beyond.

Transnational Crimes
36.	 In relation to the illegal and unlawful threats posed by transnational crimes in the South 

East Asia region, the following areas have been, and are likely to continue to be, areas of 
potential significant threat: piracy; human trafficking; drug smuggling; IUU fishing; illegal 
logging; and, smuggling of contrabands which include wildlife and natural resources.

37.	 Illegal/criminal activities can be either localised (contained within a single nation’s borders) 
or increasingly transnational in nature. Similarly, activities are equally conducted across 
all contemporary domains, or as a combination of more than one domain. The conduct 
of illegal/criminal activities generally differs from the conduct of terrorist activities as 
methods are generally not represented by self-styled military behaviour. However, at 
the local level, illegal activity may still pose a significantly violent threat and has required 
military or paramilitary responses to provide resolution. Increasingly so, perpetrators of 
illegal/criminal activity continue to exploit gaps or differences in the legal terrain which are 
used for both benefit and evasion from prosecution. While globalisation has provided the 
establishment and enhancement of integrated policing and legal frameworks, it has also 
provided greater scope for criminal networks to develop across both physical and virtual 
national and international borders.

38.	 While a significant proportion of illegal activity is often driven by opportunistic gain or a 
basic need for survival, the relationship between illegal activity and terrorism continues 
to develop as non-state actors are increasingly required to find methods to resource 
activities. Therefore, in future, where there is irregular armed struggle, there is also likely to 
be a network of criminal activity either benefiting directly from the situation or resourcing 
further terror activity. As a counter, it will be necessary to develop further national legal 
systems and interagency and interstate cooperation and coordination to address existing 
loopholes exploited by criminal groups.



Brunei Darussalam will 
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D.	 FUTURE TECHNOLOGY AND THE CYBER AND SPACE 
DOMAINS

39.	 Technology change and development has had a profound impact on the world in the 
past few centuries. Humans’ desire to learn, understand and create have shaped the 
course of history and brought many innovations in technology in this modern world. 
These technological innovations have changed the way humans live and interact. Modern 
and emerging technological change is characterised by development of information 
technology, artificial intelligence, virtual reality (VR), augmented reality (AR), blockchain, 
cloud computing, Internet of Things (IoT), robotics, and nanotechnology are some 
examples. The pace of change created by this technological revolution is exponential and 
the rate of development will continue for the foreseeable future which will therefore, have 
a far-reaching impact on the economics, politics, environment, security, and social aspect 
of Bruneians’ daily lives. 

40.	 Within MINDEF and the RBAF, the emerging Fourth Industrial Revolution (4IR) technology 
presents a multitude of opportunities to help address defence needs and requirements. 
While so, the exponential speed at which 4IR technologies are evolving presents challenges 
in terms of disruptions in industries, increased vulnerabilities to defence security threats 
by those that utilise the technologies with ill intent, as well as, the inability to cope with 
transformation of entire systems of capabilities. 

41.	 This rapid pace of change in scientific research, innovation, and emerging technologies, 
is also shaping the activities of the military across all contemporary domains with cyber 
space, and outer space also becoming increasingly contested. MINDEF and the RBAF 
will need to keep pace in monitoring the development of such technological changes to 
maintain agility in its response. 

Information and Disinformation
42.	 Diverse actors, whether groups or individuals, are now more than ever capable of shaping 

the geopolitics of a country. Social media, the news, and many other channels and platforms 
are now utilised to sway cognitive biases and distort public discourse on real issues, 
which can in turn influence decisions and policies of a country. Disinformation challenges 
Defence’s capacities to recognise, differentiate, monitor, and respond effectively. 

43.	 To ensure that Defence can guard against disinformation, proper verification measures 
that check reports or news against credible sources of information must be in place. 
This remains pertinent in this digital era where disinformation can spread rapidly and 
uncontrollably. Defence must therefore strengthen its conduct of audits, inspections, 
investigations, and its governance policies to be sufficiently robust in the future. 

The Cyber Domain
44.	 Opportunities exist within the cyber domain to expand communications and domain 

awareness. While these are opportunities to be leveraged by the military, military forces 
must protect the integrity of Brunei Darussalam’s national cyber space usage. The cyber 
threat is increasingly asymmetric and global in nature.
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Working in partnership with civilian agencies to develop 
cyber interoperability will help to identify, monitor, warn 
and deter such activities.

45.	 As information demands and the requirements for ever more capable communications 
systems increase in the future, there will continue to be a corresponding increase in 
security challenges. These challenges will specifically and progressively see more attempts 
of unauthorised access or hacking of communication networks by individuals and/or 
organisations with the intent of spying and unlawful purposes (financial and intellectual 
property) in the personal, private, and public sectors. Military networks are also at risk 
from cyber-attacks from individuals, groups, or nation state sponsored hackers. As 
governments and militaries around the world move towards the digital usage, there is likely 
to be ever more reports of government network espionage activities as hackers try to steal 
state-sensitive information. As information technology demands and cyber risks increase, 
communication security’s importance will increase as a core security theme for the future. 
The sometimes-contradictory relationship between individual privacy and national security 
will also become increasingly challenging, but important to balance correctly.

46.	 Defence must be prepared to respond to hostile cyber activities. Working in partnership 
with civilian agencies to develop cyber interoperability will help to identify, monitor, warn, 
and deter such activities. MINDEF and the RBAF will also need to enhance existing, and 
develop new, collaborative relationships with partner nations and international security 
organisations to support identification of threats and help to support a unified response. 
The protection of critical national infrastructure (for example power supplies, national 
broadcasters, port facilities and airports) will continue to be essential from an all domain 
perspective.

The Space Domain
47.	 As Brunei Darussalam’s national, regional and global technological demands increase, its 

reliance on the satellite infrastructure will continue to grow, resulting in space becoming 
more crowded. This will undoubtedly present security challenges. In conflict, a nation 
may attempt to disrupt the satellite communication infrastructure of others by means 
of interference or destruction. Anti-satellite weaponry such as jamming, laser, ballistic 
missiles and counter-measures technologies are already being and will continue to be 
developed if these threats remain. In the military context, Brunei Darussalam will continue 
to have a reliance on space to provide communication and navigational connectivity. Being 
reliant on the systems of other nations for the foreseeable future, therefore, presents risks 
that must be mitigated to assure a continuous and undisrupted ability to conduct directed 
military operations.
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Key Defence and Security Implications
48.	 Focused on the provision of Defence and Security, the key implications relating to current 

and future trends in technology, information, cyber and space are:

48.1.	 Quantum computing could render today’s encryption standards ineffective. This 
means institutions like financial centres, banks and military networks who rely 
on encryption to keep their information secure, could be exposed to more cyber 
threats. New encryption methods and means to secure information may need to 
be developed.

48.2.	 Space could become increasingly crowded as nations’ reliance on space 
technologies such as satellites continue to grow. Global powers rely on satellite 
technologies to enhance their communication network and maintain a competitive 
edge over their adversaries. Conflicts in this domain could be a possibility.

48.3.	 Information demands and communications are expected to increase as people 
move towards digitalisation. Cyber-attacks and network espionage activities have 
already become a common occurrence, and this trend will grow. Information and 
communication security is a theme that must take centre stage.

48.4.	 Social media has offered speed, accessibility and convenience to users who wish 
to share information, whether it is for benign or illegal purposes. Security agencies 
will have to react faster as information travels more rapidly. 

48.5.	 As internet usage increases over the coming years, there will also be an increase 
in the frequency of illegal activities in the online domain. Authorities will need to 
introduce measures to monitor and police these illegal activities.

48.6.	 Engaging in defence Research & Development (R&D) in materials and its subsequent 
applied technologies will aid efforts for military modernisation, as well as countering 
commercial and operational threats.

48.7.	 Utilising simulation and modelling technologies in various aspects of operational 
planning and training can be a more efficient and cost-effective way to improve 
operational readiness, while enhancing logistics and sustainability.

48.8.	 The rise of human augmentation technologies, such as AI, will improve situational 
awareness and capabilities.

48.9.	 Ongoing and future planned R&D efforts in areas including Tropical Environment, 
Human Performance, Sensors & Mechatronics, Modelling & Simulation, provide a 
crucial departure point to address some of these needs.






