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of space security policy

In response to questions from the House, in the summer of 2020 the government announced that it
would coordinate efforts with regard to the security aspects of outer space and develop policy in this
area in order to better protect the Netherlands’ interests with regard to space. The government shares
the House’s views on the great importance of space to our economy and security. The government is
aware of the vulnerability of space and the risks this poses to the Netherlands. | am writing to inform
you about the introduction of space security policy’ that has been drawn up by my ministry in close
consultation with other relevant ministries. The aim of this policy is to work actively at multilateral level
to counter threats and risks, while at the same time increasing society’s resilience at national level
against these threats. To this end, the government will launch new initiatives, such as the use of space
situational awareness for the monitoring of and compliance with agreements on behaviour in outer
space. The government will also focus on raising awareness of space security among stakeholders, such
as policymakers and users of space assets, while linking this topic with other relevant policy areas with a
space security dimension, such as economic security. By introducing this space security policy the
government wants to continue to safeguard the essential role that space plays in our national security
and the Netherlands’ high-value knowledge economy. With this focus on space security the
Netherlands will also contribute to the further promotion of the international legal order, as well as
international security and stability.

Space offers infinite opportunities, but is becoming congested and contested

Every day civilian and military parties make large-scale use, both directly and indirectly, of satellites and
related infrastructure for communication, navigation and earth observation. Satellites that transmit
positioning and timing (PNT) data are part of the Netherlands’ critical infrastructure, and we can no
longer imagine our ‘smart’ world without reliable weather forecasts, digital payments or track & trace
systems in logistics. Our Defence organisation cannot conduct operations without use of the space
domain: communication with deployed units, the use of GPS-guided precision munitions and
intelligence analyses based on satellite images. Participation in the satellite and space launch vehicle
programmes of the European Space Agency (ESA) is important for Dutch industry and for the
development of European capabilities in this strategically vital area. Internationally, the Netherlands
occupies a prominent position in the development of scientific satellite instruments, and thanks to the
use of space infrastructure Dutch scientists are at the forefront of fields such as astronomy, earth
sciences and planetary research. In our country’s ‘top sector’ policy, satellite data provides solutions to
issues concerning themes such as sustainability and the energy transition, agriculture, water and food,
and security. Space technology and its applications play an important role in addressing challenges
identified in the coalition agreement and wider EU, NATO, ESA and UN agendas such as climate change,
mobility and security.

Space appears to offer infinite opportunities and possibilities, but at the same time it is vulnerable. It is
quickly becoming congested, as the number of satellites is growing exponentially. In the six decades
since the launch of the first Sputnik satellite in 1957, some 9,000 satellites have been launched, at first
mainly by the United States and the Soviet Union. By now there are some 10 parties, including ESA, that
are able to launch satellites, and more than 8o countries have satellites of their own. In addition, space
technology is increasingly becoming part of the commercial sector, with private companies developing
and launching their own satellites, for instance so that they can set up networks consisting of large
groups of satellites that can then function in constellations as one system.

1 Space security concerns the countering of threats and risks caused by intentional actions. Policy in this area comes in
addition to existing efforts on space safety, which involve working to achieve safety in outer space by mitigating the
dangers caused by non-intentional actions.



This means that the number of satellites in outer space is likely to double in the next five years. This is
expected to include dozens of new Dutch-controlled satellites; a sharp increase in numbers. This
increasing clutter in space heightens the risk of accidents and misunderstandings.

At the same time, space is increasingly becoming a contested domain: more and more countries are
developing capabilities with which they can limit or even deny other users’ access to space assets. This
leads to a wide array of threats, ranging from the disruption and degradation of space assets to their
physical destruction. Examples include disrupting satellite navigation systems, forcing satellites into
orbital manoeuvres that will reduce their life cycle, and manipulating satellites in space, as well as
kinetic attacks using anti-satellite weapons (ASATs). Much of the technology needed for this is dual-use
in nature. Ground-launched weapons, such as direct-ascent ASATs, can also be used to deny use of
reconnaissance and communications satellites in low Earth orbit. Lastly, hybrid operations (a
combination of political, military, economic, intelligence and cyber assets, deployed below the
threshold of military force) also pose a threat to satellites and their ground infrastructure.

Policy development on space security is in full swing

The above-mentioned developments are reflected in international policy development on space
security, which is now in full swing, both at individual country level and multilaterally. Space plays a
major role in the strategic and military thinking of great space powers such as the United States, Russia
and China. The United States recently placed its military space capabilities under a separate branch of
the armed forces, and published a military space doctrine. In Europe, France plays a leading role in
military terms, as demonstrated, for example, by the publication of its military space strategy. Other
European countries that are investing in military space capabilities and have published strategies
include Germany, Italy, Spain and the United Kingdom. Space security is thus a part of those countries’
policy formulation.

Several resolutions on security in outer space are put on the agenda of the United Nations General
Assembly every year. The Prevention of an Arms Race in Outer Space (PAROS) is a key item on the
agenda of the Conference on Disarmament in Geneva, and its members work towards expansion of the
normative framework for arms control in outer space. It is also increasingly relevant to the work of the
UN Committee on the Peaceful Uses of Outer Space (COPUQOS), in which member states meet to discuss
issues relating to activities in outer space, including in its Scientific and Technical Subcommittee and
Legal Subcommittee. Space has also been high on the agenda at NATO for some time now. In June 2019,
the Alliance introduced its first space policy and later that year it declared space a fifth operational
domain, as part of its deterrence and defence posture. In Europe, ESA is the most important actor in this
regard. It has put space security on the agenda of its next Ministerial Council meeting in 2022. In
addition, the EU itself is increasingly active on the subject of space, for instance with its own
programmes for earth observation, satellite communications and navigation, and space situational
awareness, and it is focusing more on the security dimension of space.

Over the past few years, the government has also been focusing more on the security aspects of space.
In 2019 the Ministry of Economic Affairs and Climate Policy, in conjunction with other relevant
ministries, published the Space Policy, which also explored the relevance of space for national security.
Spaceis also included in the government’s ‘top sector’ policy, as part of the Knowledge and Innovation
Agenda on Security. In 2016 the Ministry of Infrastructure and Water Management published a report
entitled ‘Inventarisatie Kwetsbaarheid Uitval Satellietnavigatie’ (‘Vulnerability Survey of Satellite
Navigation Failure’) and it is currently making preparations for the management and implementation of
a robust government positioning and timing system using a secure, protected signal from the European
satellite navigation system Galileo (PRS - Public Regulated Service). The Ministry of Defence recognises
the military significance of space and in the past several years has increased its focus on that domain.
After conducting various exploratory studies, it included the subject of space in several policy
documents, such as the Defence White Paper 2018 (information-driven operations), the Defence
Industry Strategy 2018 (space as a priority technological area), the Defence Vision 2035 (space as a new
domain) and the Strategic Knowledge and Innovation Agenda 2021-2025. And in spring 2021, the
Ministry of Defence will be publishing a Defence Space Agenda.
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Space safety and space security are increasingly intertwined

Space debris is a growing problem. It is mainly caused by obsolete satellites, pieces of old
space launch vehicles, and debris from accidental collisions, but also by intentional testing
of anti-satellite weapons. There are already more than 9oo,000 objects in outer space
measuring more than a centimetre which could cause permanent damage to satellites. In
addition to international agreements on matters such as what to do with satellites that
have reached the end of their life cycle, initiatives are now also being introduced to actively
clear up space debris. However, the technology required for this can also be used to
intentionally disable an adversary’s satellites temporarily or even permanently. Civil
initiatives in this area, for instance by ESA, are thus directly related to discussions on the
issue of an arms race in outer space.

Space security policy: basic principles and added value

In light of these developments, and in the realisation that the vulnerability of space poses risks to the

Netherlands, the government is introducing international space security policy. This policy rests on

three basic principles:

1. Access to the space domain is essential in order to safeguard our national security and the functio-
ning of our high-value knowledge economy;

2. The Netherlands’ efforts with regard to the security aspects of space are in accordance with interna-
tional law and contribute to the goals of the Integrated International Security Strategy (IISS);

3. When implementing the policy, the Netherlands will seek to tie in with priorities in international
contexts, such as the EU, NATO, ESA and the UN.

The Netherlands also recognises the importance of space for military operations within the applicable
existing international frameworks. Such military use can take various forms: military activities can be
conducted from, in, through and towards outer space. As a State party to the five UN treaties on outer
space, the Netherlands takes the view that this use of outer space should be peaceful and, in particular,
that no weapons of mass destruction should be placed in orbit around Earth or any other celestial body.
The Netherlands continues to endeavour to prevent an arms race in outer space.

On the basis of its general aims in the areas of international cooperation, security and stability, and the
strengthening of the international legal order, the government wants to provide added value through
its space security policy in a number of different ways:

« Contribute in multilateral contexts (EU, NATO, UN) to transparency- and confidence-building
measures, arms control, enhancing international security cooperation, and further fostering of the
normative framework and the international legal order in relation to space.

« Fostering further awareness of space security matters, such as threats and risks, among relevant
government bodies and users of space assets in the Netherlands and abroad, for instance by means
of international diplomacy, including public diplomacy;

« Identify and address issues at national and international level (bilaterally, EU, NATO, UN), in order to
increase our society’s resilience to space threats, to protect space infrastructure that is relevant to the
Netherlands, and to guarantee objective space situational awareness.

Phased effort through three core initiatives, based on the [1SS

What happens in outer space is directly related to the security of the Netherlands. The government
therefore directly links space security to the 11SS. Stepping up the Netherlands’ space security efforts,
which are based on the three pillars of the IISS (preventing, defending and strengthening), will thus
contribute to the achievement of the aims set out in this strategy. The challenges in this respect are
substantial, yet the government must set priorities in terms of time and capacity. This can be done by
means of a phased and scalable approach. To this end, the government is launching new initiatives in
the areas of space security awareness and space situational awareness. At the same time, the
government is connecting these efforts with existing policy areas that have a space security dimension
and thus come under this new policy.



Core initiative 1: Increasing space security awareness

Achieving and maintaining the right level of awareness with regard to the security aspects of space,
both nationally and internationally, is a precondition for effective space security policy. The primary
effort within this core initiative is active policy coordination and monitoring by the Ministry of Foreign
Affairs in the area of space security, for instance by means of drafting framework instructions for space
security in accordance with the policy guidelines explained in this letter. Another element of this
initiative is putting the subject of resilience to space threats on national and international (NATO, EU)
policy agendas, as part of the government’s aim to increase that resilience by means of a coordinated
approach by the relevant ministries.

The Netherlands will also actively support international initiatives to make space threats and risks
widely known and to address them. Examples include the EU Safety, Security and Sustainability of
Outer Space (3S0S) initiative, started in 2019, and the 2020 UN General Assembly resolution on
Reducing space threats through norms, rules and principles of responsible behaviours. This concerns
matters such as fostering international transparency with regard to the Netherlands’ space security
policy by making it known internationally, and sharing with the UN a national vision on threats and risks
in outer space, on responsible and irresponsible behaviour in outer space and on possible ways forward
in the development of norms, rules and principles with regard to the use of outer space. This national
vision will be shared with the House. The Netherlands will also specifically address the subject of space
security at bilateral security consultations, in order to exchange views on this subject, including with
non-like-minded countries, and in order to build coalitions with allies and partners to support efforts in
multilateral contexts. Other objectives within this core initiative include linking the subject of space
security to risk reduction measures and increasing strategic stability among the great powers, as well as
addressing the importance of good space intelligence and information sharing at national and
international level.

Core initiative 2: Using space situational awareness for compliance
with agreements on responsible behaviour in outer space

Space situational awareness (SSA) — the detecting and tracking of objects in outer space — already has
both civil and military applications, such as preventing collisions in outer space and generating alerts
about the timeframes during which certain locations, including military installations, are under
observation by reconnaissance satellites. Effective and independent SSA also has added value for
diplomatic purposes: it facilitates monitoring of and compliance with current and future international
agreements on responsible behaviour in outer space, and creates scope for taking action if these
agreements are not complied with (verification/attribution). The Netherlands wishes to pay a role in the
further elaboration of the use of SSA at European level.

Core initiative 3: Linking with existing policy areas

Various existing policy areas have a space dimension. The aim of this core initiative is to align the new
space security policy with existing areas such as economic security. Other examples include the
continuation of the current strict export-control policy for military and dual-use space technology,
active policy-related and technical efforts in export control regimes that are relevant to space security,
such as the Wassenaar Arrangement, and putting the subject of space security on national and
international political and strategic policy agendas (EU, ESA, NATO).
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SSA: from space weather to compliance with norms on behaviour

Europe already works together on SSA: besides tracking the effects of the sun on outer
space (space weather), in which the Royal Netherlands Meteorological Institute (KNMI) is
involved, and detecting natural space objects that may cause damage on Earth (near-Earth
objects), the EU decided in 2014 to set up the EU-SST (space surveillance and tracking)
Consortium to monitor and track space objects). This consortium, consisting of Germany,
France, Italy, Poland, Portugal,2 Romania, Spain and the United Kingdom, provides
information to prevent in-orbit collisions, assesses the risk of uncontrolled re-entry of
space debris into the Earth’s atmosphere, and detects and characterises in-orbit
fragmentations. The joint (European) use of SSA in the context of compliance with
international agreements on the use of outer space goes a step further in this respect, and
the thinking in this area is still at an early stage. The Netherlands has a lot to offer in this
respect, as it occupies a prominent position internationally when it comes to the necessary
sensor and radar technology, such as the SMART-L radar system. The initiative also ties in
with the Netherlands’ ambitions as regards further development of SSA capabilities: The
Netherlands would like to join the EU-SST Consortium with a view to space safety, and
expand these efforts to include space security. The Netherlands has already had positive
experiences with its bilateral defence cooperation with Germany in the area of SSA.

The Netherlands’ current efforts as part of EU, ESA and UN initiatives on responsible use of outer space,
including the reduction of the amount of space debris, will continue, as will the Netherlands’ support
for autonomous and affordable access to space for Europe. The government will pay attention to the
positioning of Dutch industry and access to relevant budgets.

Space security policy in the longer term

In view of the aforementioned need to set priorities, the government is now focusing on the three core
initiatives set out above. If these efforts are scaled up further, the Netherlands’ space security policy can
focus in the longer term on the existing international dialogue on space traffic, for instance the EU
policy discussions on space traffic management (STM). Other options include nominating Dutch subject
matter experts for participation in international initiatives in the area of space security and working on
the further development of confidence-building measures and the normative framework, including in
the area of testing in-orbit anti-satellite weapons and rendezvous and proximity operations. In
addition, the Ministry of Foreign Affairs, in close consultation with other ministries involved, can
explore the options for further (legally binding) agreements on space debris and STM, addressing the
issue of the ratification of existing space treaties by other states, and further fostering space
cooperation, including with non-like-minded countries.

Lastly, it would make sense to draw up a government-wide national space security strategy during the
next government’s term of office, within the applicable framework of the government-wide foreign
affairs and security strategy. It could include the initial experiences gained over the coming period with
the space security policy set out in this letter and the Defence Space Agenda, which will be published
this year. The government has made a conscious decision to develop these two areas in parallel, with
interministerial consultation. Integrating the two in this phase would lead to delays in the
implementation of the space security policy.

The introduction of space security policy is an important next step in protecting the Netherlands’
interests regarding space and increasing our society’s resilience to space threats. It will also enable the
Netherlands to actively address space security risks in multilateral contexts and thus further promote
the international legal order, as well as international security and stability. | will keep the House
informed concerning the approach described in this letter, and the results achieved, in the progress
reports on the IISS.

2 Portugal was omitted in error in the Dutch version of this letter.



